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Introduction 

This is an ongoing column with NonStop NET/MASTER tips and techniques.  Each column is also 
accessible from http://www.greshamsoftwarelabs.com.au/ (Gresham Software Labs). Please send all 
comments and suggestions to John New at jnew@greshamsoftwarelabs.com.au.  
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Controlling Remote Systems 

This article provides some tips on controlling remote systems using NonStop NET/MASTER. The article 
outlines general guidelines for establishing remote access, then covers specific guidelines for 
establishing remote access by virtual users. 

The article is primarily written for the NonStop NET/MASTER security administrator, who is responsible 
for creating and maintaining user IDs on both local and remote NonStop NET/MASTER systems. 

The article assumes that the local and remote systems are both running NonStop NET/MASTER. 
However, the general principles outlined in the article are the same for a NonStop NET/MASTER 
system connected to an IBM SOLVE management services system. 

Note: This article discusses two NonStop NET/MASTER commands that are sometimes confused 
with one another. Both commands begin with the “SIGNON” keyword: 

The SIGNON command that is followed by a link name to a remote NonStop NET/MASTER system—
this command logs the current user on to the remote system. For example, the following command logs 
the current user on to the remote system connected by LINK1: 
SIGNON LINK1 PASSWORD=abcdefgh

The SIGNON command that is not followed by anything—this command refreshes the current user’s 
profile on the local NonStop NET/MASTER system (after changes have been made to the profile). It 
has nothing to do with remote systems. For example: 
SIGNON

General Guidelines for Establishing Remote Access 

Defining and Starting Links 

A local NonStop NET/MASTER system connects to a remote NonStop NET/MASTER system in a 
network by an Inter-NET/MASTER Connection (INMC) link. An INMC link definition includes three 
layers—the link layer, the session layer, and the unit layer: 

The link layer defines the name of the link and specifies the appearance of messages arriving from the 
link (colour, highlighting, and so on). 

The session layer defines the link protocol (process-to-process, SNAX, or X.25). 

The unit layer defines information such as the device or file name, the role of the unit (primary, 
secondary, active, passive, or permanent), DTE address, and so on. 

After a link is defined, the link is started by using the LINK START command. When the link to a remote 
NonStop NET/MASTER system is established and active, authorized local users can log on to and 
access the remote system. 

Authorizing Remote Access 

A user who is authorized to access a remote NonStop NET/MASTER system has at least two user 
IDs—a local user ID and a remote user ID: 

The user ID on the local NonStop NET/MASTER system allows the user to log on to the local NonStop 
NET/MASTER system and to send commands to a remote NonStop NET/MASTER system. 

The user ID on the remote NonStop NET/MASTER system allows a user to accept commands sent 
from another (remote) NonStop NET/MASTER system. 

The user ID on both the local and remote NonStop NET/MASTER systems must be the same. For 
example, if the local user ID is called MYUSERID, the remote user ID must be called MYUSERID. 

You can use NonStop NET/MASTER User ID Management Services (UMS) to manage user ID 
definition records in UMS databases. Two user ID attributes control user access to and from remote 
systems: 

Attribute Default Value Meaning 

Logon from remote system N Cannot log on from a remote system and cannot 
accept commands from a remote system 

Logon to remote system N Cannot send commands to a remote system and 
cannot log on to a remote system 



Therefore, there are two parts to enabling access to a remote system by any user ID: 

On the local system, add the user ID record (for example, MYUSERID) and specify “Y” for the “Logon to 
remote system” attribute. 

On the remote system, add the user ID record (for example, MYUSERID) and specify “Y” for the “Logon 
from remote system” attribute. 

Refreshing the User Profile 

Whenever the value of any user ID attribute changes and the user is currently logged on, the user must 
explicitly refresh their own user profile using the SIGNON command. For example, if the user ID 
MYUSERID changes and MYUSERID is currently logged on, then MYUSERID must issue the SIGNON 
command. For example: 
SIGNON

Remote Logon Methods 

A user who is authorized to access a remote NonStop NET/MASTER system must have the same user 
ID on both the local and remote NonStop NET/MASTER systems, however the password can be 
different on each system. 

If the password is different on each system, the user must explicitly log on to the remote system. If the 
password is the same on both systems, the user can choose to log on either explicitly or implicitly. 

Explicit Remote Logons 

The SIGNON command (followed by a link name) explicitly logs on a user to a remote NonStop 
NET/MASTER system. For example, the following SIGNON command explicitly logs a user on and 
sends a password to the remote system (in this case, the local and remote passwords are probably 
different from each other): 
SIGNON LINK1 PASSWORD=abcdefgh

The following SIGNON command explicitly logs a user on but does not send a password (in this case, 
the local and remote passwords must be the same for the command to succeed): 
SIGNON LINK1

Implicit Remote Logons 

When implicitly logging on to a remote system, the user does not use the SIGNON command; instead, 
the user uses the ROUTE command (in this case, the ROUTE command executes an implicit SIGNON 
command). 

The function of the ROUTE command is to send command to a remote system for execution. If a user 
is not already logged on to the remote system, the user’s first ROUTE command implicitly attempts to 
log the user on (in this case, the local and remote passwords must be the same for the command to 
succeed). If the remote logon succeeds, the command sent to the remote system is executed. 

For example, the following ROUTE command sends the SHOW USERS command to the remote 
system and implicitly logs a user on (if the user is not already logged on and the local and remote 
passwords are the same): 
ROUTE LINK1 SHOW USERS

Sending Commands to a Remote System 

After a user logs on to a remote system (either explicitly or implicitly), the user can use the ROUTE 
command to send commands to the remote system. Commands are executed by the remote system 
and the results are returned to the local user. 

Specific Guidelines for Establishing Remote Access by Virtual Users 

Types of NonStop NET/MASTER Users 

There are three types of NonStop NET/MASTER users—real, remote, and virtual: 

Real users are people who type commands at a keyboard and view the results on a screen, for 
example, system operators. 



Remote users are users logged on to a remote NonStop NET/MASTER system, for example, network 
operators. 

Virtual users operate in the background. They typically perform tasks on behalf of NonStop 
NET/MASTER and other users. For example, they can run NCL procedures, execute commands and 
process the results, and receive event messages and react automatically—all without human 
intervention. 

Types of Virtual Users 

Every NonStop NET/MASTER system has five virtual users that are distinguished by what they do. 
They are the Background Logger, the Background Monitor, the Background System Process, the Event 
Management Service (EMS) Process, and the Activity Log Process: 

The Background Logger logs the results of commands in the NonStop NET/MASTER activity log 

The Background Monitor sends the results of commands to monitor-class users 

The Background System Process is used during NonStop NET/MASTER startup 

The EMS Process controls the EMSPROC NCL procedure 

The Activity Log Process controls the LOGPROC NCL procedure 

Virtual users are created when you start NonStop NET/MASTER. After NonStop NET/MASTER starts, 
you can use the SHOW USERS command from OCS to confirm that they are running. 

The user ID for each virtual user comprises two parts—the first four characters of the domain ID of the 
NonStop NET/MASTER system plus one of BLOG, BMON, BSYS, EMSP, or LOGP (depending on the 
type of virtual user). For example, if the domain ID is ABCD, the user ID for the EMS Process is 
ABCDEMSP. 

Automation and Virtual Users 

In addition to executing commands on behalf of other NonStop NET/MASTER users, virtual users are 
often used to automate NonStop NET/MASTER operations. Commands issued by automation are 
usually executed in the background environment controlled by the virtual user. For example, commands 
issued by EMSPROC are executed by the EMS Process, commands issued by LOGPROC are 
executed by the Activity Log Process, and so on. 

For example, in response to a line failure event, a typical automation command might be: 
OPSYS START LINE $SNA1

For a virtual user to automate operations on a remote NonStop NET/MASTER system, remote access 
must be established before the virtual user begins its automated operations. 

Sending Commands to Virtual Users 

To send a command to a virtual user, you use the SUBMIT command to specify the type of virtual user  
(BLOG, BMON, BSYS, EMSP, or LOGP) and the command you want to send. For example, to request 
the EMS Process to execute the SHOW USERS command on your behalf, you would send the 
following command to EMSP: 
SUBMIT EMSP SHOW USERS

Note that you do not send the command to the user ID of the virtual user (ABCDEMSP); rather you 
send it to the type of virtual user (EMSP). 

Authorizing Remote Access by Virtual Users 

Virtual users have default attributes but, by default, do not have user ID definition records. If you want 
to change the default attributes of any virtual user, you must explicitly add a new user ID record for the 
virtual user and specify a different value for the attribute. For example, for EMSP running in domain 
ABCD, you would add a user ID record called ABCDEMSP, specifying the attributes you want for this 
user. Note that you must specify a password. 

Virtual users can access remote systems. For example, to enable the local virtual user ABCDEMSP to 
access a remote system: 

On the local system, add a user ID record for ABCDEMSP and specify “Y” for the “Logon to remote 
system” attribute. 



On the remote system, add a user ID record for ABCDEMSP and specify “Y” for the “Logon from 
remote system” attribute. 

Refreshing the Virtual User Profile 

To refresh the profile of a virtual user, you use the SUBMIT command to specify the type of virtual user 
and the SIGNON command. For example: 
SUBMIT EMSP SIGNON

Virtual User Remote Logon Methods 

If the password for a virtual user, such as ABCDEMSP, is not the same at both the local and remote 
systems, you must explicitly log the virtual user on to the remote system. Use the SUBMIT command to 
send a SIGNON command to the virtual user that includes the password. For example: 

SUBMIT EMSP SIGNON LINK1 PASSWORD=abcdefgh 

If the password is the same, you can implicitly log the virtual user on to the remote system. Either send 
the virtual user a SIGNON command that does not include the password, for example: 
SUBMIT EMSP SIGNON LINK1

or use a ROUTE command, for example: 
SUBMIT EMSP ROUTE LINK1 SHOW USERS

Using Virtual Users to Send Commands to a Remote System 

After logging on, you can send commands to the virtual user to send to the remote system for 
execution. In the following example: 

You send the ROUTE LINK1 SHOW USERS command to the local EMS Process. 

The local EMS Process sends the SHOW USERS command to the remote system connected by 
LINK1. 

The remote system executes the SHOW USERS command. 

The remote system returns the results of the command to the local EMS Process. 
SUBMIT EMSP ROUTE LINK1 SHOW USERS

Conclusion 

Establishing access to remote NonStop NET/MASTER systems includes tasks such as defining and 
starting links, and defining authorized users. The general guidelines for establishing access are similar 
to the specific guidelines for establishing access by virtual users. 

Having established remote access, human operators can monitor, command, and control many remote 
systems from a single console. Using background users, it is easy to automatically manage remote 
systems. 


